




Information security at McAllister Industries Ltd. is built on the 3 essential tenets of information security. 
 

 Integrity 
 Confidentiality 
 Availability 

 
This policy outlines how the Information security program in McAllister Industries Ltd. is built on these above principles by effective use of  
 

 Senior management resources 
 Written policies and procedures 
 Annual risk assessments (at minimum frequency) 
 Employee security awareness training 
 Incident management 
 Business continuity and disaster recovery 
 Commitment to satisfy applicable requirements related to information security 
 Commitment to communicate information security requirements to internal and external interested parties  

 
This policy also defines management roles and responsibilities for the organization's Information Security Management System (ISMS). Finally, this 
policy references key security controls implemented within the organization. 
 

Policy 
Information Security Program 

 McAllister Industries Ltd.  has implemented a comprehensive information security program that will secure all information assets commensurate 
with each asset's value as established by risk assessment and mitigation measures.  

The information security program is updated and re-approved by McAllister Industries Ltd.'s Infosec team  
 

 Annually 
 When there is a material change in the organization 
 Material changes to infrastructure 
 New security incidents/threats 
 Updated risk assessments. 

 

Management Responsibility 

Information security is a management responsibility, and decision-making for information security is not delegated. While specialists and advisors 
play an important role in helping to make sure that controls are designed properly, functioning properly, and adhered to consistently, it is the 
manager in charge of the business area involved who is primarily responsible for information security. 

Primary Departments Working on Information Security - Guidance, direction, and authority for information security activities are centralized for all 
McAllister Industries Ltd.  organizational units in the Information Security Program and summarized in this document. McAllister Industries 
Ltd.  management is responsible for establishing and maintaining organization-wide information security policies, standards, guidelines, and 
procedures.  

Compliance checking to ensure that organizational units are operating in a manner consistent with these requirements is the responsibility of 
department managers. Investigations of system intrusions and other information security incidents are the responsibility of the IT/Management 
team.  While the direct IT services are contracted externally, management plays a critical role in compliance and support during IT 
incidents.  Disciplinary matters resulting from violations of information security requirements are handled by local managers working in 
conjunction with executive leadership. 

 McAllister Industries Ltd. is committed to ensuring that all applicable requirements related to information security are satisfied. 
 Key information security requirements including this policy are clearly communicated to all McAllister employees using a policy 

acknowledgement process in ControlMap and during annual Infosec training sessions, they are communicated to relevant external 
interested parties using the trust portal in ControlMap and through a link on the Macspring.com website. 

Link to policies  

https://mcallister.app.ctrlmap.com/tp/trust/portal/links?puid=bf67e227-9e30-4f3b-bc98-87f731d414ed&trustPortalId=MQ==&code=0798 

 


